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Why bother? 

 87% of SME have suffered a Cyber Attack 

 Average cost of £35,000 and £65,000 

 Reputation damage can run into millions 

 1 in 3 said led to loss of business 

 



What is a Cyber attack? 

 Hacking 

 Virus 

 Malware 

 Data breach 

 Data theft 
 



What can you do? 

 PLANNING  

 1. What information assets are critical to your business?  

 2. What kinds of risk could they be exposed to?  

 3. What legal and compliance requirements is your business subject to?  

 4. How could you continue to do business if you were attacked?  

 5. How can you manage these risks on an on-going basis?  

 IMPLEMENTING  

 1. Have you put in place the right security controls to protect your equipment, information, IT system and outsourced IT 
services?  

 2. Do your staff know what their responsibilities are? Do they know what good practice looks like?  

 3. If you are attacked or something goes wrong, how will you deal with it and get back to business? Who will you turn to 
for help?  

 REVIEWING  

 1. Are you reviewing and testing the effectiveness of your controls?  

 2. Are you monitoring and acting on the information you receive from them?  

 3. Do you know what the latest threats are?  



What to do? 

 Talk to your internet provider 

 Get to know what’s normal 

 Use different AV than your provider 

 Control access to you systems from other 
devices 

 



Make full use of your best resource 

Your User’s 



Data Classification 

 What is the important data? 

 Putting a value on data is hard 
 

 

 

 If it doesn’t have a value to your 
organisation, why have you got it………..  
 

 

Until you don’t have it 



Tips & Tricks 

 Information Commissioner's Office 

 www.ico.gov.uk 

 Practical advice on all aspects of cyber protection for small businesses at:  

 www.getsafeonline.org/businesses  

 Report internet crime and find guidance on preventing fraud at:  

 www.actionfraud.police.uk 

 Cyber security guidance for businesses at:  

 www.gov.uk/government/publications/cyber-risk-management-a-
 board-level-responsibility  

 Advice on technical measures at:  

 cpni.gov.uk/advice/cyber  



Questions 

? 




