
Additional Information 

Get Safe Online- Practical advice on all aspects 

of cyber protection for small businesses at: 

https://www.getsafeonline.org/businesses 

Information Commissioner’s Office (ICO) 

Advice on your business’ personal data 

responsibilities and obligations at: 

http://ico.org.uk/for_organisations 

Payment Card Industry Security Standards Council 

Advice on online trading and payment account 

data security at: 

https://www.pcisecuritystandards.org/ 

Action Fraud - Report internet crime and find 

guidance on preventing fraud at: 

http://www.actionfraud.police.uk/ 

HM Government 

Cyber security guidance for businesses at: 

https://www.gov.uk/government/publications/cyb

er-risk-management-a-board-levelresponsibility 

Advice on technical measures at: 

http://cpni.gov.uk/advice/cyber 

Department for Business, Innovation and Skills 

Small Business:  What you need to know about 
Cyber Security 
 
www.gov.uk/bis 

 

1. [Insert your words in place of these words, 

using or re-arranging the preset paragraph 

styles.] 

 

Security advice and guidance for small to 

medium enterprises from NoFools Ltd. 

Experienced Security Consultants 

NoFools Ltd 

www.NoFools.co.uk 

Phone: 07962 289255 

Email: Info@NoFools.Co.Uk 

NoFools Ltd 
Just experience 



Other sources of advice and 

information are listed on the back 

of this document 

 

Assess the risk 

Consider whether your business could be a target - 

this will indicate the level of risk your business is 

exposed to. Ask around to see whether any of your 

suppliers, major customers or similar businesses in 

your area have been attacked, so you can learn 

from their experiences.  

Legal Compliance 

Know whether you need to comply with personal 

data protection legislation and Payment Card 

Industry compliance. 

 

 

Identify the important assets 

Identify the financial and information assets that 

are critical to your business, and the IT services you 

rely on, such as the ability to take payments via 

your website. Assess all the IT equipment within 

your business, including mobile and personal IT 

devices. Understand the risks to all of these things 

by considering how they are currently managed and 

stored, and who has access to them.  

Passwords 

Assess the level of password protection required to 

access your equipment and/or online services by 

your staff, third parties and customers, and 

whether it is enough to protect them.  

Awareness 

Ensure that your staff has the appropriate 

awareness training, so that everyone understands 

their role in keeping the business secure.  

Spend wisely 

Decide whether you need to make an investment, 

or seek expert advice, to get the right security 

controls in place for your business. You could seek 

advice from accredited security consultants, 

internet and managed service providers or even 

your web designer if they have the capability.  

 

Recovery 

Consider who you could turn to for support if you 

are attacked, or if your online services are 

disrupted in some way. Define what your recovery 

procedures would be, and how you could keep your 

business running, particularly if you trade online. 

Home Working 

Define a home working strategy. Ensure that 

sensitive data is encrypted when stored or 

transmitted online so that data can only be 

accessed by authorised users. 

Removable Media 

Restrict the use of removable media such as USB 

drives, CDs, DVDs and secure digital cards, and 

protect any data stored on such media to help 

stop data being lost and to prevent malware 

from being installed. 

What if? 

If you fall victim to online fraud or attack, you 

should report the incident to the police via the 

Action Fraud website. You may need to notify 

your customers and suppliers. 
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